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ABSTRACT 

As the online marketplace continues to expand, more patients are turning to the 

internet for their needs, including COVID-19 pharmaceuticals. However, the current 

online marketplace is saturated with illegal sellers offering substandard and falsified (SF) 

products with the potential of causing harm to patients. The primary objective of this 

thesis is to identify documented cases of harm resulting from illegal online sale of SF 

COVID-19 related drug or vaccine products. This review utilizes reports by the 

Medicines Quality Monitoring Globe (MQM Globe) to assess patient harm associated 

with illegal online sales of COVID-19 marketed pharmaceuticals. This review found 28 

references to drug products or vaccines sold illegally online; however, none of these 

reported specific cases of harm resulting from this activity. This report represents a year 

in review from January 2020 until December 2020. Currently, COVID-19 vaccine 

products have been granted emergency use authorizations by the US FDA. As the hopeful 

end to this pandemic draws near, it is vital to retrospectively evaluate healthcare supply 

chain vulnerabilities, particularly the complexities added by expanding use of the internet 

worldwide.  

 

INTRODUCTION 

Amid the COVID-19 global pandemic, everyone’s focus was placed on the 

healthcare system. People anxiously await cures and vaccines while listening to 

conflicting medical advice from social media. Desperate people hungry for information 

and hope often turn to influential figures with limited health-related background who 

endorse untested treatments, then wield their power to access experimental medications. 



With people at home amid the SARS-CoV-2 virus (more commonly known as COVID-

19), which continues well into 2021, the internet and e-commerce becomes even more 

vital in our global society. Not only can one order clothing, food and home essentials 

online, but they can also purchase COVID-19 related pharmaceuticals. The biggest issue 

with online pharmaceutical sales is the vast number of illegitimate online drug sellers 

clouding the market. The World Health Organization (WHO) states, “in more than 50% 

of cases, medicines purchased over the internet from illegal sites that conceal their 

physical address have been found to be counterfeit”.1 The dark web teems with 

substandard or falsified (SF) pharmaceuticals intended to prey on vulnerable patients 

impacted by the COVID-19 pandemic. A substandard pharmaceutical is defined by the 

WHO as “authorized medical products that fail to meet either their quality standards or 

their specifications, or both” while falsified products are “medical products that 

deliberately/fraudulently misrepresent their identity, composition or source”.2 

Commonly, counterfeit pharmaceuticals sold online are both substandard and falsified.  

The COVID-19 pandemic highlighted the internet’s proclivity for capitalizing on 

global catastrophe. Illegal online sellers advertise for numerous pharmaceuticals used in 

the fight on COVID-19 to patients around the world. The key threat illegal online sellers 

pose is their circumvention of the safety checks inherent in a traditional supply chain. 

There is immense risk for patient harm in these SF products. Some may contain no active 

ingredient at all, a known harmful substance, a different active ingredient than advertised, 

 
1 Bulletin of the World Health Organization. (2010, April) Growing Threat from Counterfeit Medicines. 
Retrieved from: https://www.who.int/bulletin/volumes/88/4/10-020410/en/ 
2 Seventeenth World Health Assembly. (2017, May 29). Definitions of Substandard and Falsified (SF) 
Medical Products. Retrieved from: https://www.who.int/medicines/regulation/ssffc/definitions/en/ 



or an adulterated, misbranded product.3 Online drug sellers hide their illegal activity 

behind the dark web, selling to unsuspecting consumers around the globe. The motivation 

behind these sales is purely to profit from the pandemic. Even before COVID-19, 

counterfeit pharmaceuticals were valued at $200 billion per year, surpassing everything 

else in the underground economy including prostitution, human trafficking, and illegal 

arms sales.4 The internet is clearly a vulnerability waiting to be exploited in uncertain 

times like the global COVID-19 pandemic. 

Previous evaluations of trends in illegal online pharmaceutical sales have revealed 

SF product harm is widely underreported. Experts conclude harm is extensive, but not 

adequately documented.5 Harm can be defined as any untoward event ranging from an 

adverse drug event to hospitalization or even death. SF drug exposures are typically 

underrepresented due to lack of reporting, difficulty tracing adverse events to the SF drug 

in question, and decreased advocacy surrounding the risks of purchasing pharmaceuticals 

via illegitimate online sellers.5 It is difficult to protect patients and advocate for system 

reform when the scale of harm in underreported. The COVID-19 pandemic highlights the 

need for more safeguards and increased awareness against SF medications sold on the 

web through illegitimate sellers.  

Past research has revealed the safeguards put in place by the US government in 

the past decade since the passage of Ryan Haight Online Pharmacy Consumer Protection 

Act of 2008 have not sufficiently stopped illegal pharmaceutical activity online. The 

 
3 Kedmey, D. (2014, Jundiae 5). 5 Poison-Laced Pills to Contemplate on World Anti-Counterfeiting Day. 
Retrieved from https://time.com/2826641/poison-pills/. 
4 Sophic Capital. (2015, April 7). A Simple Solution to Protect Consumers and Pharma Companies from 
Dangerous Fake Drugs. Retrieved from: http://sophiccapital.com/counterfeit-pharmaceuticals/ 











Figure 1: references included by period divided into type of pharmaceutical product 

 
 
Figure 2: Origins of inluded articles 

United States 7, United Kingdom 2, Europe 3, India 3, Australia 2, South Africa 1, Taiwan 1 
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